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Connecting your mission-critical workforce 
Mission-critical mobile workers who spend most of their time on the road or 
in temporary offices, operate in a wide range of industries – law enforcement, 
emergency medical services, fire departments, utilities, field service, disaster relief, 
news and entertainment – but they all have one thing in common: they need 
seamless, reliable mobile connectivity. Whether it’s connecting their “mobile office” or 
setting up an ad-hoc network onsite, mobile connectivity is essential to their work.

To provide these workers with connectivity, many organizations equip their vehicles 
with a mobile router or gateway so they can create a vehicle area network (VAN). The 
VAN creates a mobile hotspot in and around the vehicle, so field personnel can use 
mobile devices like a laptops, tablets, or smartphones to access the network. Using a 
mobile router or gateway to create a VAN can provide connectivity to multiple devices 
in and around the vehicle. Workers in the field aren’t limited to using a certain type or 
brand of device, since just about any mobile device can connect over Wi-Fi, and they 
can upgrade at any time without worrying about network compatibility.

The connectivity requirements for VANs can be relatively complex. They can involve 
several network technologies with seamless handoffs from one to another – and 
there are a number of things to consider when choosing a router--from hardware 
features and software applications to management services and deployment 
assistance. To make the selection process easier, we’ve put together a list of the most 
important questions to ask when deploying a network of vehicle routers.

Top 10 Questions to Ask 
When Selecting In-Vehicle Routers
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1. Is it rugged enough?
� Not all cellular routers are optimized for vehicle use

� Purpose-built devices, certified to MIL-STD-810G and SAE J1455, are the best
choice

Any communications equipment mounted in the vehicle needs to be sturdy enough to 
withstand the unpredictable, rough conditions of being on the road. Frequent stops and 
starts, bumps along the way and variations in the weather, including extremes of hot, 
cold and humidity, combine to create a very challenging operating environment.

Ensure that the router is purpose-built for vehicle applications, and look for 
certifications, such as MIL-STD-810G or SAE J1455, that attest to the product’s ability 
to withstand mechanical shocks and vibrations.

2. Does it support all onboard devices?
� A full selection of ports offers the greatest flexibility

� I/O and Telemetry interfaces provide tighter vehicle integration and much better
visibility into the field

Many vehicle routers are compatible with Wi-Fi devices, but may be limited in their 
support for wired devices. A router equipped with multiple ports and supporting a 
range of connectivity options gives your personnel more ways to communicate. Some 
of the items to look for are multiple 10/100/1000 or Gigabit Ethernet ports, RS-232 
serial ports and USB. With LTE-Advanced cellular technology providing speeds of up 
to 300 Mbps, Gigabit Ethernet ports become a necessity to take advantage of that 
performance.
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The best vehicle routers also provide features such as I/O and vehicle telemetry. The 
digital I/O allows the status of the light bar, siren or gun rack to be monitored, giving 
the dispatcher even better visibility into the field.  With telemetry, you can integrate 
directly into the vehicle engine diagnostics and provide the fleet manager with engine 
status and fault codes, essential for large fleet maintenance.

Investing in hardware that supports these options up front can save costly 
replacement, should these features be required later.

3. Does it support the right wide area network
(WAN) connections?
� Frequency bands vary from region-to-region

� Remote locations may require satellite coverage

While some mobile workforces, especially those associated with a local government 
or a regional service area, operate within range of a single cellular provider, many 
organizations, need broader coverage over a wider geographical area. 

The frequency bands used for cellular coverage can vary by region, especially in North 
America, so be sure your router supports your mobile workforce wherever they go. Look 
for a router that supports the broadest range of carrier approvals, and that covers a wide 
range of frequency bands. Look for devices offering LTE-Advanced, the latest in cellular 
technology and in the US, you may want to consider Public Safety 700 MHz Band 14 LTE 
(FirstNet). 

Wi-Fi can also be used for backhaul communications, as the router may offer a ‘Wi-Fi 
as WAN’ mode that allows it to route data over the depot Wi-Fi instead of the cellular 
backhaul at the station or depot.  Look for 2.4GHz Wi-Fi with 3x3 MIMO to provide 
maximum range on depot Wi-Fi connections.  If raw speed is necessary to rapidly offload 
video, look for 5GHz 802.11ac with 3x3 MIMO for maximum throughput and the fastest 
offload. 

If your vehicles are likely to go beyond the range of cellular coverage, think about a router 
with support for satellite service via Ethernet or routers that support multiple WAN 
networks.

4. What kind of Wi-Fi do you need?
� More Wi-Fi antennae means better performance (3x3 MIMO)

� 802.11ac combined with high output power (21dBm or more) gives the best 
performance and range

Wi-Fi has evolved significantly over the last decade, with the latest routers able to 
provide line-of-sight range from the vehicle of over 800 feet and link speeds of over 1 
Gigabit per second.
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However, there are several variables to consider with Wi-Fi. 2.4GHz provides the best 
range and is compatible with almost any equipment.  5GHz only works with newer 
equipment, has less than half the range of 2.4GHz, but can offer 6 times the speed 
with up to 1.3 Gbps compared to 216 Mbps. 

The best performance is reached with 3x3 MIMO, which means three Wi-Fi antennas 
that in turn provide three streams of data over Wi-Fi. The more streams of data, the 
better the performance.

If you need to provide Wi-Fi to multiple clients at once, look to see how many Wi-Fi 
clients the router can support.  The best will support 128 clients.

Look for 802.11ac with 3x3 MIMO and support for 2.4/5 GHz. Also be sure to check 
out the power output, not all Wi-Fi devices are equal in this respect, devices with  
21 dBm or more offer the best range.

5. Is it secure?
� Check for device security features, such as secure firmware update

� Look for seamless integration with mobile-optimized VPN servers

Security is a primary concern, so look for a router that ensures privacy while simplifying 
operations. You’ll want a router that can secure all data transmitted to and from the 
vehicle, without having to deploy VPN client software on every device. You will also 
want to make sure device firmware updates are secured, so only firmware updates 
from your router vendor can be installed and malware cannot be loaded onto the 
devices.

Look for native support for Wi-Fi security and authentication protocols such as WPA2 
Enterprise, firewall support, onboard encryption, and full support for authentication 
and accounting, such as LDAP/RADIUS/TACACS+ to ensure only authorized users gain 
access. 

Some vehicle routers are designed to integrate with a mobile-optimized VPN server. 
This can eliminate the need for a static IP plan from the service provider, and gives your 
enterprise full control over the network, and in some cases, FIPS compliance.

6. Is there redundancy, in case of emergency?
� Multiple simultaneous WLAN links will provide backup connectivity

� Configurable options let you customize your network selection

Being prepared for the unexpected is an important part of mobile connectivity, 
especially when you’re dealing with first responders, disaster relief, and other 
emergency situations.

The ability to support two cellular networks gives improved coverage and redundancy. 
There are two ways this can be implemented, Dual-SIM and Dual-Radio. Dual-SIM 
refers to having two SIM cards in the router, from different providers, connected 
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internally to a single cellular radio. One of the SIMs is in use, until an event like loss of 
communication triggers the router to switch to other SIM card, changing the cellular 
network. This effectively improves coverage and protects against service interruptions, 
but the transition is not seamless.  It can take up to 7 minutes to reconfigure the radio, 
during which communication is not possible to either network.

For the ultimate in redundancy, high-end vehicle routers offer Dual-Radio, meaning 
two cellular radio modules built-in to maintain connectivity even in unpredictable 
situations. These provide WLAN links over multiple cellular carriers simultaneously, in 
a load-balanced or switched format, for persistent connectivity.  To ensure the best 
network selection, look for a WLAN connection policy that offers the greatest degree 
of flexibility, and is configurable based on multiple variables including network priority, 
network availability, signal strength, GPS location and time of day.

7. Does it support GPS?
� GNSS provides accurate vehicle location

� Inertial navigation capabilities enable tracking without a view of the sky

Vehicle routers can be configured to provide more than just network connectivity, such 
as value-added applications like vehicle and asset tracking. 

A router that has onboard support for GNSS can provide highly accurate vehicle 
tracking. Positioning is no longer dependent on a single global navigation satellite 
system such as GPS, but can now be attained by combined signals from multiple 
satellite constellations, such as GPS, GLONASS, Galileo and BeiDou, which improves 
accuracy. Inertial navigation capabilities are on the horizon and investing in hardware 
now that contains accelerometers and gyroscopes can allow you take advantage of 
this technology in the future.

8. What’s the power source?
� Ensure the router is designed to operate with a vehicle power source

� Built-in voltage transient protection will increase reliability

Adding electrical equipment to the vehicle can be challenging. It’s a noisy environment 
with large voltage transients (spikes and dips) and any additional equipment installed 
in a vehicle places a drain on the battery if the system isn’t managed properly. The 
best mobile routers are protected to run directly from the vehicle battery without the 
need for external battery charge protection or load dump protection devices. In some 
vehicles like fire apparatus and ambulances, shore power or an auxiliary battery system 
can also be utilized.

Look for a router with ignition line control, that is compatible with 12/24 VDC systems, 
and support for under- and over-voltage conditions, so the vehicle router can 
withstand the severe voltage fluctuations associated with, for example, turning the 
engine on and off. This is indicated by SAE J1455 (Electrical) and ISO7632-2  
(Severity IV).
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About Sierra Wireless 
Sierra Wireless is building the Internet of Things with intelligent wireless solutions that empower organizations to innovate in the 
connected world. We offer the industry’s most comprehensive portfolio of 2G, 3G, and 4G embedded modules and gateways, 
seamlessly integrated with our secure cloud and connectivity services. OEMs and enterprises worldwide trust our innovative 
solutions to get their connected products and services to market faster. Sierra Wireless has more than 950 employees globally and 
operates R&D centers in North America, Europe, and Asia. 

For more information, visit www.sierrawireless.com.

Power-saving and battery protection features, such as input-voltage monitoring and 
out-of-range temperature protection all increase system reliability and ensure your 
vehicles and their routers are operational when they need to be.

9. How do I manage the mobile network?
� Match the system to your needs – cloud or on-premises management

� Choose services that help you lower costs while increasing efficiency

A fleet can involve hundreds or thousands of vehicle-mounted routers, which can 
create a complex management task for your IT and operations team. The ideal 
management system works with your organization the way you want it to, in the cloud 
or in your data center. The system should provide you with reporting and software 
update services that lower your operating costs, and at the same time, make it easier 
to maintain your network and your vehicles. Support services should be easy to 
control using a central dashboard, and should include services for fault, configuration, 
accounting, performance, and security.

Look for special options like network-coverage reporting, location-based reporting, 
historical logging, and email alerts for configurable thresholds. Remote software 
updates are particularly valuable, since they allow you to maintain peak performance 
without taking vehicles off the road.

10. Can I get help with all this?
� Leverage your gateway provider’s expertise

� Offload as much or as little as you need

Let’s be honest – designing and implementing a secure network setup for mobile 
use can be challenging. Field personnel work across multiple networks as coverage 
dictates, and require the hand-offs between networks to be quick, transparent, and 
secure. The number and types of devices used in the network is expanding quickly and 
new, high-bandwidth applications like voice and video, place higher demands on traffic.

Look for a router partner that has already addressed these issues, and offers 
professional services that can help you navigate them as well. With the right 
partnership, you will be able to deploy the best, most cost-effective network for your 
needs. Your partner should be able to help you through the entire process – from 
planning and design, through implementation and test, to full operations and support – 
so you can leverage their expertise, as needed, at any point along the way.

To learn more about what Sierra Wireless offers for mission-critical fleets, visit 
sierrawireless.com/products-and-solutions/routers-gateways/vehicle-networking/.
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