
How to Achieve Guaranteed 
In-Vehicle Connectivity

Today’s police officers, paramedics, firefighters, utility workers, transit 
operators, and other mobile workers rely on advanced applications, such as 
automatic vehicle location (AVL), computer-aided dispatch (CAD), route and 
schedule management, traffic signal prioritization and fare payment systems 
that increase productivity and worker safety.

When personnel are in the field, dealing with 
both urgent and hazardous situations, data is an 
essential component of the job 

And Ensure Success for Mission-Critical Applications
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For police vehicles, the use of in-vehicle cameras, body-worn cameras, automatic 
license plate recognition systems (ALPR), and data including criminal reports and 
driver and vehicle records has greatly increased the need for data connectivity. For 
paramedics and firefighters, transferring patient electronic health records swiftly and 
securely can make a difference in a patient’s well-being. And for utility workers, close 
coordination with first responders can facilitate timely emergency management. 
The main point of access for these applications is often from the vehicle, because it’s 
normally equipped with onboard wireless connectivity, and transmits and receives 
data on a nearly continual basis.

In-vehicle connectivity has become a requirement with first responders and 
field personnel driving cars and trucks equipped with a network connection that 
provides convenient access to voice, text and video data. The addition of a vehicle 
area network (VAN) facilitates the connection of all active applications and devices 
such as cameras, tablets, laptops and sensors to a single connectivity point.  If 
the vehicle has only one onboard connection though, the setup involves a certain 
amount of risk. Any issues with network coverage, bandwidth or usage can mean 
delayed communications or, worse yet, no communications at all. Losing the onboard 
connection can have grave consequences and can even mean the difference between 
life and death.

This risk can be reduced by adding additional onboard network connections.  
Alternative connections  to a secondary cellular network or some other format, such 
as Wi-Fi or satellite—creates a layer of insurance. When the primary connection 
isn’t up to the task at hand, the alternate connection can be brought online to keep 
communications intact and seamless. Having multiple connections onboard the 
vehicle, or “multi-networking” protects against worst-case scenarios, and increases 
resilience for emergency response and other in-field services.

TYPICAL NETWORK 
CHANGEOVERS

Changeovers typically happen at 
three points of operation:

� when leaving the depot and
transitioning from Wi-Fi to
cellular;

� when returning to the depot
and transitioning back from
cellular to Wi-Fi, and;

� while the vehicle is in motion,
with the router switching from
one network to another to
optimize in- field connectivity.
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Resilient Operations at a Lower Cost
The multi-networking concept refers to any setup that provides the vehicle with 
more than one network connection. There can be a mix of technologies onboard, 
ranging from consumer cellular networks, dedicated public safety networks such as 
FirstNet™, Wi-Fi, LMR (Land Mobile Radio), and CBRS spectrum (Citizens Broadband 
Radio Service) which can be used for private LTE networks. 

A multi-network router installed in a vehicle area network configuration can easily 
manage the “switches” from network to network. Changeovers typically happen at 
three points of operation:

� when leaving the depot and transitioning from Wi-Fi to cellular;

�  when returning to the depot and transitioning back from cellular to Wi-Fi, and;

�  while the vehicle is in motion, with the router switching from one network to
another to optimize in-field connectivity.

With the right multi-network solution in place, changeovers from one network to 
another can happen automatically without any kind of manual intervention, and 
the necessary security protocols are maintained without interrupting the flow of 
work, even when there’s a VPN (Virtual Private Network) involved. What’s more, 
the selection criteria for each network connection can be customized, based on 
things like vehicle location, vehicle speed, or the type of data being transmitted. The 
overall result is more efficient network usage, more effective field services and lower 
operating costs.

Table 1 describes some of the scenarios that benefit from a well-configured multi- 
network architecture. For example, if the signal from the primary carrier isn’t strong 
enough or heavy network traffic is slowing down the connection, the router can 
connect to an alternative service that offers a stronger signal and greater availability.
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With One Network Link...

YOU’RE IN AN AREA WITH A WEAK 
SIGNAL FROM YOUR PRIMARY 
NETWORK  SUPPLIER.

With Multiple Network Links...

You stay connected by switching 
to an alternative provider with 
better coverage.

TABLE 1. THE RISKS OF HAVING ONLY ONE NETWORK CONNECTION ONBOARD

You can’t transmit data or you 
lose the connection entirely.

YOU’VE REACHED YOUR DATA LIMIT. You stay connected by switching 
to an alternative provider with 
better coverage.

You incur overage charges.

YOUR SERVICE PROVIDER’S 
NETWORK IS EXPERIENCING 
TECHNICAL DIFFICULTIES.

You stay connected by switching 
to an alternative network that’s 
operational.

You lose the connection.

YOUR DATA PLAN ISN’T DESIGNED 
FOR HIGH-BANDWIDTH 
APPLICATIONS, LIKE  HD VIDEO.

You save your high-bandwidth 
transmissions for a fixed location, 
such as depot Wi-Fi.

You make do without video 
applications.

Similarly, if the vehicle is on a metered or measured service and approaching its data 
limit, the router can avoid overage charges or provider-imposed slow-downs by 
initiating a new connection with a service that has more data available.

Law enforcement and other public safety agencies are now using more video 
including dashboard cameras and body-worn cameras, and at a higher resolution. 
The router can be configured to use a dedicated link to send video, so the data-
intensive video transmissions don’t disrupt or slow down the other applications in 
use. Alternatively, the router can be configured to send video transmissions when 
the vehicle returns to its home base, using the depot’s faster, more secure Wi-Fi 
connection to transfer video.
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Choosing the Right Router
The operating costs and in-field effectiveness of a multi-network platform are heavily 
influenced by the ability of the router to manage seamless network changeovers and 
protect data. The router’s switching speed, security features, and programmability 
all affect how well the solution performs, and how much it costs to manage. It’s 
important to consider all these factors when evaluating the various options available 
for mobile multi-networking. The following guidelines and examples can help narrow 
the search.

1. SWITCHING SPEED: ENSURE UNINTERRUPTED SERVICE WHEN  SECONDS COUNT

Switching speed can have a serious impact on in-field productivity and response
times. One example of this is a fire truck leaving the station for a call. While parked
at the station, the in-vehicle router transmits via depot Wi-Fi but, as soon as the
truck starts moving, it needs to transition from Wi-Fi to cellular. The firefighters
on-board need immediate turn-by-turn directions to ensure the fastest possible
arrival at a disaster scene. Turning left from the parking lot, instead of right, can
make all the difference to a response time, so the changeover from Wi-Fi to
cellular needs to be near instantaneous.

Even the tiniest of delays in the router’s switching protocol can add up quickly
and become unwieldy. The reality for many routers is that switchovers can take
minutes instead of seconds, and that amount of time can be crippling when first
responder personnel need to keep moving. A good benchmark for a switching
speed, especially when mission-critical applications are involved, is less than a
second per switchover. The network switching speed needs to be fast enough to
support all the applications you’re running—too long a delay between connections
can cause some applications to reboot, increasing downtime and reducing
productivity.

� Using Dual Radio Modems
Switching between cellular networks is expedited through the use of dual radios
within a router, which allows for placing critical functionality on one radio, while
leaving secondary applications to the second radio.  Dual radio modems can
incorporate a “hot standby” which keeps all the radio modules on and ready
to go, so there’s no starting from scratch or waiting for reboot sequences.
The transition from idle to connect is smoother and creates faster overall
performance. Having multiple SIMs within the router facilitates automatic
failover should one network be out of range.
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3. INTELLIGENT SWITCHING: USE POLICY MANAGEMENT TO CUSTOMIZE
PERFORMANCE

Mission-critical fleets often deal in sensitive data, and many use a VPN connection
to create a secure, encrypted link between the vehicle and the back-end system.
If you’re running a VPN, make sure that all your security mechanisms will run
properly through the switching process. Avoid solutions that tear down the
existing VPN tunnel and builds a new one each time a connection is switched,
because this adds time and complexity to the changeover. Instead look for a
setup that can switch connections while also protecting your VPN link. A solution
that supports a mobile-optimized IPsec VPN can seamlessly switch the VPN
tunnel, while maintaining session continuity, so you don’t have to wait for a new
VPN tunnel before using the new connection.  It is also critical to ensure data
security by being compliant with FIPS 140-2 or AES 256 encryption.

� Focus on the Task, Not the Connection
An ambulance is on its way to someone having a heart attack. The router
monitors the quality of multiple cellular connections and chooses accordingly,
based on the best combination of signal and data transmission. When the
paramedics arrive, they can immediately use the ambulance’s defibrillator,
which transmits EKG data over the network for doctors in the emergency
room to review.

An intelligent router can be configured to best support user applications. When
the router is equipped with comprehensive policy-management tools, it can align
network connectivity with what you’re doing, where you’re doing it, and how you
want to do it. Here are some scenarios that highlight the use of intelligent policy
management:

2. MULTI-NETWORK SECURITY
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� Fine-tune the Switching Behavior
A police cruiser on its way to an accident, happens to pass by headquarters.
The router can be programmed to keep the in-place cellular connection, and
not temporarily log onto the HQ Wi-Fi network as the car passes by. It’s also
possible to define connections to match coverage areas, by using geo-fencing
to create a perimeter for a certain set of operating criteria. Alternatively, you
can specify a single network to be used when the vehicle is parked, but gives
the router the option of using one of several connections, whichever is best at
the time, when the vehicle is moving.

� Maximize Your Throughput
Your field personnel need to transmit video and use other high-bandwidth
applications. You can set aside a dedicated link, so sending huge files doesn’t
interrupt other tasks. By the same token, if the vehicle falls back to a
low-bandwidth connection such as LMR, you can restrict that link to your
most critical applications such as GPS data.

�  Optimize Now, Improve Over Time
A police cruiser is equipped to use a public-safety network such as FirstNet™,
as its primary choice, but has several options for connections when it moves
out of range. The router can monitor and record the number of switches that
place during a shift, and note the carrier for each, so you can evaluate which
networks are used most, and where. You can then revise switching policies as
needed, to take advantage of the better connections, or modify your coverage
contracts to reflect real-world usage.

The ideal policy engine resides on the router itself but is managed from a
cloud or enterprise-based platform. That way you can easily monitor each
router’s behavior but, when you need to make a global change, you can
implement the upgrade in one pass without touching every system.

When it’s time to configure an intelligent router, check to see if your router
manufacturer can do the programming for you, or if they offer tools that help
you do the programming yourself.
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About Sierra Wireless 
Sierra Wireless is the leading IoT solutions provider that combines devices, network and software to unlock value 
in the connected economy. Companies globally are adopting IoT to improve operational efficiency, create better 
customer experiences, improve their business models and create new revenue streams. Whether it’s a solution to 
help a business securely connect edge devices to the cloud, or a software/API solution to help manage processes 
associated with billions of connected assets, or a platform to extract real-time data to make the best business 
decisions, Sierra Wireless will work with you to create the right industry-specific solution for your next IoT endeavor. 
Sierra Wireless has more than 1,300 employees globally and operates R&D centers in North America, Europe  
and Asia. 

For more information, visit www.sierrawireless.com.
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Connect with Sierra Wireless on the IoT Blog at www.sierrawireless.com/iot-blog, on Twitter at @SierraWireless,  
on LinkedIn at www.linkedin.com/company/sierra-wireless and on YouTube at www.youtube.com/SierraWireless

Conclusion
Transitioning to a multi-network environment is a serious undertaking. To maximize 
your return on investment—and maximize the benefit to your organization – there 
are three things to look for in a multi-network mobile router:

1. Switching speeds that are fast enough to support seamless connectivity;

2. The ability to provide continuous security without impacting performance; and

3. A policy engine that can be configured for intelligent switching and customized
operation.

Choosing a mobile router that meets all three criteria lets you create a  
multi-networking environment that not only enhances efficiency but also adds value.

Sierra Wireless Security Resources
Sierra Wireless simplifies the IoT, delivering you the device, software and service 
solutions you need to accelerate your data-driven transformation. For more 
information visit: https://www.sierrawireless.com/ 

Sierra Wireless AirLink Complete makes it easy to deploy multiple routers and 
remotely manage and maintain them. A single dashboard displays up-to-date 
information about all of your devices. You can easily identify problems, reduce 
downtime and lower your cost of ownership. For more information visit. For more 
information visit: https://www.sierrawireless.com/products-andsolutions/routers-
gateways/airlink-complete/

Contact Us
To learn more about AirLink mobile communications solutions from Sierra Wireless 
and its solution partners, contact your sales representative or call us at:  
1-877-687-7795.

For more information, visit sierrawireless.com.
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